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Victorianne C. Musonza i, CAMS, #EIJf. BE#EZ =m0,
EFAAMNALI T, Attorney@maxwelllegal.com

' “Creating a cyber security policy for your business” ( A4S\l i E R4 24 KB ),
business.gov.au, 2018 ££7 B 27 H, https://www.business.gov.au/
risk-management/cyber-security/creating-a-cyber-security-policy-for-your-business

? “EREIEMERBAEE” (State Data Breach Notification Laws), Foley & Lardner
LLP, 2019 ££1 H 28 H, https://www.foley.com/en/insights/publications/2019/01/
state-data-breach-notification-laws

® Carmen Reinicke, “The biggest cybersecurity risk to US businesses is employee
negligence, study says” (FA%FR, EEMUEIGHZEAMEZRZENEERTHEZ
&), CNBC, 2018 ££6 H 21 H, https://www.cnbc.com/2018/06/21/the-biggest-
cybersecurity-risk-to-us-businesses-is-employee-negligence-study-says.html

* Mark Kaelin, “More than 40% of reported security breaches are caused by employee
negligence” (BT 40% MR ERBIREHRTHRRIEN), TechRepublic,
2018 £ 7 B 23 H, https://www.techrepublic.com/article/
over-40-of-reported-security-breaches-are-caused-by-employee-negligence/

® “Definition: Phishing” (EX: NEHE), EiEERLF IS (ISACA),
https://www.isaca.org/Pages/Glossary.aspx?tid=1682&char=P

® “Whale Phishing” (&8 EIMLKHE), Trend Micro, https://www.trendmicro.com/
vinfo/us/security/definition/whale-phishing
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Vishing” (FBi&%J&), Techopedia, https://www.techopedia.com/
definition/4159/vishing

® “Definition: Virus” (FEX: $%%), ISACA, https//www.isaca.org/
Pages/Glossary.aspx?tid=1971&char=V

° “Definition: Worm” (FEX.: #EH), ISACA, https:/www.isaca.org/
Pages/Glossary.aspx?tid=1997&char=W

Ot R R AM820m” (Common Cyber Attacks: Reducing
the Impact), EXEEREZAEER, 837, https//assets.
publishing.service.gov.uk/government/uploads/system/uploads/
attachment_data/file/400106/Common_Cyber_Attacks-Reducing_The
Impact.pdf

"RLE

" Ed Tittle 2, CISSP(r) Certified Information Systems Security
Professional Study Guide (CISSP (r) INIEfSE R4 ZLEXZIER
E2/), 2004 £, £ M T,

" “Best Practices in Cyber Supply Chain Risk Management” (R4& it 5z
SR BN SEKR), EEESHEFERNIS, httpsi//csre.nist.
gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/
briefings/Workshop-Brief-on-Cyber-Supply-Chain-Best-Practices.pdf;
“OCIE’s 2015 Cybersecurity Examination Initiative” (OCIE 2015 £
BREFEEIW), SHBEEMFEEL, 201549 15 H, https//
www.sec.gov/files/ocie-2015-cybersecurity-examination-initiative.pdf

" “Security Breach Notification Laws” (& &0 SURALER), EAxEM
TFEHES, 20184 9 B 29 H, http://www.ncsl.org/research/
telecommunications-and-information-technology/security-breach-
notification-laws.aspx

'® “2018 reform of EU data protection rules” (2018 £ERk BB R 4PN
), BMBZFE RS, httpsi//ec.europa.eu/
commission/priorities/justice-and-fundamental-rights/
data-protection/2018-reform-eu-data-protection-rules_en

*® “The 28 member countries of the EU” (ER%E 28 A R[E), &FZ,
https://europa.eu/european-union/about-eu/countries_en

" “The GDPR: new opportunities, new obligations” (GDPR : #Hli&,
N E), BABZFE RS, https://ec.europa.eu/commission/sites/
beta-political/files/data-protection-factsheet-sme-obligations_en.pdf

'® “Art. 4 GDPR Definitions” (GDPR £ 4 &), intersoft sonsulting,
https://gdpr-info.eu/art-4-gdpr/
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Art. 33 GDPR Notification of a personal data breach to the supervisory
authority” (GDPR # 33 £[m B E L FEANN AEEMESH),
Intersoft consulting, https://gdpr-info.eu/art-33-gdpr/

2“Art. 85 GDPR Processing and freedom of expression and information”

(GDPR £ 85 &AMEFNFIZS5FEBH), intersoft consulting,
https://gdpr-info.eu/art-85-gdpr/

#'“SB 318", 2018 4F, http:/arc-sos.state.al.us/PAC/SOSACPDF.001/
A0012674.PDF

24SB 62", BARIMNER, 2018 £E, http://sdlegislature.gov/docs/
legsession/2018/Bills/SB62ENR.pdf

**“Breach Notification Rule” (ittZRE&AM), EE TEFMALIREHS,
https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.
html

*'Gina Stevens, “Federal Information Security and Data Breach
Notification Laws” (BFEE RESHIBHTBIL), EHEFSHE
HRZ/F, https://fas.org/sgp/crs/secrecy/RL34120.pdf
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**“Breach Notification Rule” (it ZRBENEM), EEFH TEMALLIREES,
https://www.hhs.gov/hipaa/for-professionals/breach-notification/index.

html

**“State Data Breach Notification Laws” ([EZR#iEitt E@ELEEE),
Foley & Lardner LLP, 2019 ££1 B 28 H, https://www.foley.com/en/
insights/publications/2019/01/state-data-breach-notification-laws » ¥
fES. MAHm. M. MAERIE. Rk, EREFXK
TR, BT RN ERELZDEIZEIBAAN AFSEENL, “FEU
AEEREHTESR.

“\/ictorianne Musonza, "Changes on the horizon for North Carolina’s
data breach notification law” (dt— %>R M HF Rzt 35 18 £ A ED#
RETW), BFE#ERT=, 207 E£18 240,
https://iapp.org/news/a/changes-on-the-horizon-for-north-carolinas-
data-breach-notification-law/

?8“Cybersecurity Requirements for Financial Services Companies”
(SRS ARANNBREEK), AX)eHRERE,
https://www.dfs.ny.gov/docs/legal/regulations/adoptions/dfsrf500txt.pdf

*EL. & 50017 &

% “Certification of Enrollment Substitute House Bill 10717, 2019 £E,
http://lawfilesext.leg.wa.gov/biennium/2019-20/Pdf/Bills/House %20
Passed%20Legislature/1071-S.PL.pdf

*“Art. 28, Processor” (&5 28 £&4MEBF), intersoft consulting, https://
gdpr-info.eu/art-28-gdpr/ ; “Art. 32 Security of processing” (5 32 &
SIBZ4), intersoft consulting, https://gdpr-info.eu/art-32-gdpr/

*2“Business Associates” (FIML{k{E), SEE TEFLHIREES, https//
www.hhs.gov/hipaa/for-professionals/privacy/guidance/business-
associates/index.html

*“Public Law 107-204” (EE/A7% 107-204), EH=EHIE, 2002 £
7 B30 H, https://www.congress.gov/107/plaws/publ204/PLAW-
107publ204.pdf

3 “BSA/AML Risk Assessment—Overview” ($R1TRENE / UL S XU TE
E—HEik), BHEHYHFEEEIZS, https//www.fliec.gov/bsa_
aml_infobase/pages_manual/olm_005.htm

* Agostino Carrideo, Vendor Management: An insider's strategies to
win and create long lasting change (VB EFE: NESA FHIFRE,
URBHIENEFRFARIZ]), 2015 F, % 8171,

*“Information Security Standards and Practices Guide” ({58 R &5/
JSLERIERT), UNT System, https://itss.untsystem.edu/sites/default/
files/Information%20Security%20Standards%20and%20Practices.pdf
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*“Grand Theft Data” (K&FEIE), McAfee, https://www.mcafee.
com/enterprise/en-us/assets/reports/rp-data-exfiltration.pdf

*¥“Student Privacy 1017 (Z24EBaFA 101 58), EEFHEES, https//nces.
ed.gov/programs/ptac/pdf/issue-brief-security-training.pdf

““Phishing” (ME50E), BHETZER S, https//www.consumerftc.
gov/articles/0003-phishing

U E SRR EIRAIEME” (State Data Breach Notification Laws)
Foley & Lardner LLP, 2019 ££1 B 28 H, https://www.foley.com/en/
insights/publications/2019/01/state-data-breach-notification-laws ; “Art.
5 GDPR Principles relating to processing of personal data” (% 5 5%
BXRLEAN NEHER GDPR [RN), intersoft consulting, https:/gdpr-
info.eu/art-5-gdpr/ ; “Recital 83 Security of processing*” (& 83 &#E
AR 4 *), Intersoft consulting, https://gdpr-info.eu/recitals/no-83/
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