s fE B A T E8E
fRRRIBITI 55 X R PRI HERR

\ = S ACERAT Y 55 2 47 R B R VT K
| XAERETFEREE, HOERHM

— HL A F X 8 A AT 6 ROk 7S
FPW . WA REERBE T, LRk
/A BSR4 ) 2
FEARHAT MY 55 5% 28 B 118 ) A o
MK

ALAFLT, B THT X2 EEIS
A, FAREHLT, Sl AR

55 e XU ) v A IR X RS 8 TR 55 Al
(MSBs) = A ATAR S A ACAT I 55 56 &R
N LEGE (AL) 155 BdE 2 e AR o 4 il
PR R T B BUAR DL 7 22, AT DASS B At AT
BAEAIATE PR 55K R

Pt R AT T 2015 4R AT Y — i,
ERICHEHA B, AR .
LRI E R SRR T E R EE
VoA NN o TR N e o1 )

MR, NI, BRI H A 1L
S B ACERAT M 55 5 2R LA A OB, T A S
Bt 4 R ACHAT K 7 6 R TAE P A
IR0 Bk BT 5 i DR 7 5%

& A0 gR Pk W 2% (FIinCEN) K 45 3% [
(BEEE) 8312 KMple, mifi “fR3E
T P FIRL R AT 55 5 SRR PR A" AT
Bz E, BT S W E R L E
T AL N X 9/11 RL M 2 o A Sk 1Y
kK, FInCEN WA T % 2o jiti, 25K 4 il
B L &1 LA B AT Ml 55 96 28 S il 45 5 1Y
“TRENE /P (KYC) A% PR B JH &
F2)¥ (CDD), A 41§ Hl T ik 255 i 46 o
RIRH AR (EDD).

e R ks TRMFELFTE;
BB A BIRRT

VIRZ, MEARCE BB LSRR,
HEAAEY TR, WA
SIH U AT AL 97 (0 S0 . A ML
VINAEL T 0 4 980 i 1 LA
AL FL B . R s ol 95 B 2%
7.

ERPAERELI, BT 5= R B,
A TER AR AT BE 15 SR (SAR) AEHARST

! “Remittances Growth to Slow Sharply in 2015, as Europe and Russia Stay Weak; Pick Up Expected Next Year”, %4847, 201644 A 13 H,
http://www.worldbank.org/en/news/press-release/2015/04/13/remittances-growth-to-slow-sharply-in-2015-as-europe-and-russia-stay-weak-

pick-up-expected-next-year

(4 H ACAMS)

| 201843 H-5A% | ACAMSORG | ACAMSTODAY.ORG


http://www.worldbank.org/en/news/press-release/2015/04/13/remittances-growth-to-slow-sharply-in-2015-as-europe-and-russia-stay-weak-pick-up-expected-next-year
http://www.worldbank.org/en/news/press-release/2015/04/13/remittances-growth-to-slow-sharply-in-2015-as-europe-and-russia-stay-weak-pick-up-expected-next-year
http://ACAMS.ORG
http://ACAMSTODAY.ORG

Xt TMS 9 4 0K 6 5 Bl AG T I B K 1Y
K. 2T, TCigRAEIREZ SRR
AR B L, TMS BRI HE T LS A=
AT, AT RGN 50% A& @l R #8
RERE I TMS Ry, HAh, RIEERGH
Mol & # T %, TMS A s &4 29 95%
J& TR

5 TMS RfH, #T A THEGER RS U
KA AT A, il A3 ik LE A Y
HRREGEERWES. i, mRLs
FEALE A A 6 6 — 4 28 2 DIk 7 5 Y
T AR AR A4 1 A X, TMS 8 AT RE TC ik
KB, BRI TR RE AR o 7 20 AE
KB N TR AEMD T ST Ao S IR
e o Ik i s 0, kT B
IR PEMAEHFANOBGE, FHkH
VA T AE B R AR )L, (E RS LN Rt AT
=B .

AT EREATLLMRE L

e EET LSRR

185 0 B4R T AL R B AR T DA B
SR E AR IAIAT . AT
B - A EE R A 5
# PRSI R, MM AT
T . BT AT AR U
A8 57 5 T LA B AT QAT L 55 9 % 5
G, RELSHATH, W SEX LR ¥
5 0 9 20 % 0 TR T A
Jr R LR A IR AR HEOR RO
B AL H A A5 B 22 S0 0, T 2 B
T A4 P e 5 AR 0 57 4 A

TRMBRAR

Xt 2 B AT 3 AT DA B 2 R K R R IT A,
XT38 il 25 DU A A $ AN AT SR Y T %
REATE 80 AT A Bl B S R &
Lo e MR AR RS EH. 4§
ReFp s & % i A N, DARAR <
23 mAT A S B A ST S5 AR 8 S T T HY
5 &, A BT 0 ACHE AT OB BE 178 4 1Y
B, ENEPRE IR TSNS
b e

KI5 5 19 2040 4 TR S it B 2% W) B A 5K T
(&), WL AT SH I 1 & ALY
P T B9 & B R 2 DA BASR A3 ) — R i
DR P 0 o e A AN T e AR B
BT, HUH(E AE X R HIAE B B O A AUER
Frmn g W P R R A AT E S AL
MTTILE TR 67 242 fie o A 8

o 2 T HOHE 70 B AN T BE U G 3k 4
A L/ R R A B B Of B B AT
W8 55, sEE A SEIhShiG, mAN Ik
X ARBAT A 55 7 R BUAS 0 B 25 KU 1
fi it o

AHIRRDAR RFEREHH
— I RBRER

T 5T R BT SENG B B R UL ER A ML % 6t B Ak
RytEHT . Eil AL iR 8 5
10 MEAR . & R EAFIRIT A AR RS
(B THERNZE P NE PG BRI,
X 5% TMS B ER, 5% M8
b, A R B &0 B — A 5 Bl e 40 A B
lidis A TERESA, aM% e
BRI, A& I R R
AT BRI TAE. TN

David McLaughlin,
QuantaVerse B EHATE,
F[E LN TFR A,

dmclaughlin@quantaverse.net

(5B ACAMS) | 201843 A-5 A5 | ACAMS.ORG | ACAMSTODAY.ORG m


mailto:dmclaughlin@quantaverse.net
http://ACAMS.ORG
http://ACAMSTODAY.ORG

How artificial intelligence can help overcome
challenges in correspondent banking relationships

he capacity to send and receive inter-

national payments through correspon-

dent banking is critical to the global
economy as financial institutions rely on
these relationships to move their customers’
money. As a result of increased regulatory
requirements and risk related to shell com-
panies, correspondent banking relationship
management has become a more challeng-
ing undertaking for financial institutions.

In some cases, organizations no longer
desire to manage correspondent banking
relationships linked to money services busi-
nesses (MSBs) or correspondent banks in
high-risk jurisdictions over fears of potential

regulatory scrutiny, investigation and exor-
bitant penalties. New solutions powered by
artificial intelligence (AI) and advanced data
analytics technologies offer much promise to
financial institutions to help assist with ver-
ification of business relationships for corre-
spondent banking customers.

According to estimates in a 2015 report by
the World Bank, global remittances are
expected to grow, albeit at a slow pace.!
High remittance volume brings increased
regulatory pressures, risk and compliance
costs that bite at the heels of financial insti-
tutions. The unfortunate outcome is that
financial institutions often choose to de-risk

foreign correspondent banking relation-
ships rather than deal with the inherent
risk and challenges of maintaining corre-
spondent banking accounts.

The correspondent banking regulatory
landscape changed when the Financial
Crimes Enforcement Network (FinCEN)
enacted “Special Due Diligence for Corre-
spondent Accounts and Private Banking”
interim regulations under Section 312 of the
USA PATRIOT Act. FinCEN's actions were
in response to the 9/11 terrorist attacks and
mandated that financial institutions enact
specific know your customer (KYC), cus-
tomer due diligence (CDD) and, in some
cases, enhanced due diligence (EDD) proce-
dures for their foreign correspondent bank-
ing relationships.

AML tools and processes are failing:
New technologies to the rescue

Effective correspondent banking relation-
ship risk management boils down to having
the adequate tools to efficiently resolve
entities that use correspondent banks.
Recurring challenges for compliance and
investigative teams include establishing an
economic purpose and verifying comple-
mentary lines of business for correspondent
bank customers.

Legacy technologies including rules-based
transaction monitoring systems (TMS)
attempt to detect and report on transaction
details that indicate suspicious activity, but
are largely ineffective. Financial institu-
tions often find themselves filing conserva-
tive suspicious activity reports (SARs)
because the necessary data is unavailable.

1 “Remittances Growth to Slow Sharply in 2015, as Europe and Russia Stay Weak; Pick Up Expected Next Year,” The World Bank, April 13, 2015,
http://www.worldbank.org/en/news/press-release/2015/04/13/remittances-growth-to-slow-sharply-in-2015-as-europe-and-russia-stay-weak-pick-up-

expected-next-year
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The reliance on TMS is presenting signifi-
cant risk to financial institutions. An unac-
ceptable number of illicit transactions, or
false negatives, are not flagged by today’s
TMS. It is estimated that 50 percent of
financial crimes in the banking system pass
through TMS unnoticed. In addition, it is
understood by anti-money laundering
(AML) compliance practitioners that
approximately 95 percent of the alerts gen-
erated by TMS are false positives.

Unlike TMS, artificial intelligence-based sys-
tems can detect patterns of behavior, ana-
lyze the intent of those patterns and expose
anomalous activities. For example, transac-
tions that do not follow the usual frequency
and directional patterns expected for a given
type of account may not be flagged by a
TMS, but would be identified with an effec-
tive Al solution. An Al solution can learn the
baseline of normal reported payroll account
activity and thus identify any irregularities
in payroll transactions as potentially ficti-
tious and worthy of further investigation.

Al can radically improve
correspondent banking

Advanced data analytics and Al technolo-
gies can help financial institutions manage
correspondent banking more effectively. An
important function of an Al solution is its
ability to monitor customers’ relationships
to other customers and entities and learn
from their associated behavior. An Al-based
AML solution can automate the transac-
tional analysis of correspondent banking
relationships to find anomalous behaviors
and identify the end clients causing those
anomalies. An Al-enhanced solution can
also account for seasonality, mergers and
acquisitions, randomness and other legiti-
mate variances to find the illegitimate
anomalies that are presenting significant
risks to financial institutions.
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Entity resolution and the investigation of
entity relationships are integral to curbing
the de-risking cycle. The ability to estab-
lish behavioral histories related to the
volume of transactions and their amounts,
expected volume of transactions and
amounts, current and ongoing ultimate
beneficial owner data, and any/all adverse
media related to the entity in question, is
the key to ensuring accurate correspon-
dent banking risk management and know
your customer'’s customer.

Expanding the same data points to an enti-
ty's related parties (customers) provides a
holistic risk picture for compliance and
investigative teams within a bank or cov-
ered financial institution. With data analyt-
ics and Al, time-consuming and costly
correspondent bank and pseudo-customer
investigations can become automated,
providing investigators with the most
essential data.

Advancements in data analytics and Al can
enable compliance teams and AML investi-
gators to fulfill their regulatory obligations
with precision, improve SAR reporting and
ultimately prevent unnecessary de-risking
of correspondent banking customers.
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Human decision-making is still
a key element to AML compliance

On the front line against money laundering
are AML compliance professionals tasked
with identifying suspicious activities. The
average compliance professional works
eight to 10 alerts each day. To make a deci-
sion on each case, the professional is
required to review multiple and disparate
bank systems, including KYC and customer
information program databases, as well as
cross-reference TMS for related flags and
turning to external sources of data. The
application of Al can significantly enhance
the capabilities of human compliance pro-
fessionals by eliminating tedious, time-con-
suming tasks involving massive amounts of
data. I\
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